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1. Introduction

Universal Remote Access provides secure, network-independent access to remote
devices such as the XChange or network clients connected to it. With standard internet
access, Universal Remote Access allows users to manage equipment on board ships,
regardless of the available connectivity.

1. Prerequisites
Universal Remote Access requires an access to the internet that allows outbound
connections on TCP port 443 (https) and UDP/TCP port 1194 (VPN).

The Universal Remote Access client software runs on Windows. You need to have
Administrator rights to install the software on your computer.

You must have an URA-enabled user account using your personal email address to login
into the client software.

To access a vessel via Universal Remote Access, the ‘URA’ service must be provisioned
and activated on the XChange box.

Java or OpendDK is installed on your computer and you have selected the right URA
installer for either 64-bit systems.

1.1 XChange Activation

The provisioning of the URA service to your XChange Box will be done by Marlink. Once
the service is provisioned, the XChange will request a reboot to apply the related
changes.

After the reboot, the service will be available.
The XChange administrator can enable the automatic start of the URA service by going to:
Box Settings > Devices > Settings.

e Select the terminal where the URA service should start automatically and click
‘Edit’.

e Click the tick-box ‘Autostart Universal Remote Access’

e Click ‘Save’
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> Devices

« Links
+ Settings

Marlink VSAT XCHANGE FX

== Device Details

Name * Sealink

Description Marlink sealink vsaT

Autestart Support Remote Access

Autostart Universal Remote Access

Autestart Corporate Remote Access

Autestart Remote Management

Allow ICMP Ping Reply 0O

Port” WAN1 v
Tunneling Ability * MULTI_SESSION ~

SAVE

2. URA Software Installation

Once you downloaded the URA software installer, you can install the URA client on your

computer:

Copy the installation file to your desktop and double-click to start the installation process

If you face issues at the beginning of the installation, please check the following chapter.

1. Click ‘Next’

B Setup - XChangelJRA-2.5.0-rc5 = pod

Select Destination Location
Where should ¥ChangeURA be installed?

[ EI Setup will install XChangelURA into the following folder.

To continue, dick Mext. If you would like to select a different folder, dick Browse.

Ct\UniversalRemoteAccess Browse...

At least 19,1 MB of free disk space is required.

2. Change the installation path if required and click ‘Next’
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3. Keepthe 15t option selected and check the 2" option if you wish to create a desktop
icon for Universal Remote Access, then click ‘Next’

[3 Setup - XChangeURA-2.5.0-rc5

Select Additional Tasks
Which additional tasks should be performed?

Select the additional tasks you would like Setup to perform while installing
XChangeURA, then dlick Next.

Tap-Windows installation:

@ Install Tap-Windows (OpenVPN Technologies, Inc)
Additional shortcuts:

B Create a desktop shortout

Back Cancel
4. Click ‘Install’ in the summary page. The installation of the URA client will start

#| Setup - XChangeURA-2.5.0-rc5

Ready to Install
Setup is now ready to begin installing XChangeURA on your computer,

Click Install to continue with the installation, or dick Back if you want to review or
change any settings.

Destination location:
C:\UniversalRemoteAccess

Additional tasks:
Tap-windows installation:
Install Tap-Windows (OpenVPM Technologies, Inc)
Additional shortcuts:
Create a desktop shortcut

Back Install Cancel

5. If no TAP driver can be found during the installation, a pop-up message informs to
install “TAP-Windows driver’. Click ‘OK” in this case.

Installing
Fleage wait while Setup installs XChangeURA on your computer,

Setup X

This software requires TAP-Windows driver to be installed,
you should install TAP-Windows driver before launching
application

Cancel
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6. If you already have TAP drivers installed, below message is shown. Click ‘OK’ to
proceed

o TAP-Windows 9.23.3 detected.

QK

7. Anew window appears to start the TAP-Windows installation. Click ‘Next’

TAP-Windows 9.23.3-1601 Setup - X

Welcome to TAP-Windows |
9.23 3-1601 Setup i

This wizard will guide you through the installation of
TAP-Windows, a kernel driver to provide virtual tap device
functionality on Windows originally written by James Yonan.

Mote that TAP-Windows will only run on Windows Vista or
later.

Cancel

8. Agree to the licence agreement and click ‘I Agree’

TAP-Windows 9.23.3-1601 Setup — *
License Agreement

Please review the license terms before instaling TAP-Windows
9.23.3-1601.

Press Page Down to see the rest of the agreement.

tap-windows license -

The source and object code of the tap-windows6 project

is Copyright {C) 2002-2014 OpenVPN Technologies, Inc, The
SIS installer is Copyright (C) 2014 OpenVPN Technologies,
Inc. and (C) 2012 Alon Bar-Lev. Both are released under the
GPL version 2, See COPYRIGHT.GPL for the full GPL license.
The licensors also make the following statement borrowed

from the SPICE project:
v

If you accept the terms of the agreement, click I Agree to continue. You must accept the
agreement to install TAP-Windows 9.23.3-1601.

< Badk Cancel

9. Keep all chosen components selected and click ‘Next’
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TAP-Windows 9.23.3-1607 Setup — X
Choose Components I

Choose which features of TAP-Windows 9.23,3-1601 you want to
install. i

Select the components to installfupgrade. Stop any TAP-Windows processes or the
TAP-Windows service if itis running. All DLLs are installed locally.

Select components to instal: TAP Virtual Ethernet Adapter
(M 72F Utilities
[]7ar sDk

Description
Space required: 1.6 MB Install the TAP SDK.

10.Change the installation path if required and click ‘Install’

TAP-Windows 9.23.3-1601 Setup - x

Choose Install Location
Choose the folder in which to install TAP-Windows 9.23.3-1601.

Setup wil install TAP-Windows 9.23.3-1601 in the following folder. To installin a different
folder, dick Browse and select another folder. Click Install to start the installation.

Destination Folder

Browse...

Space required: 1.6 MB
Space available: 234.0 GB

< Back Install Cancel

11.Click ‘Next’ and then ‘Finish’

TAP-Windows 9.23.3-1601 Setup - TAP-Windows 9.23.3-1601 Setup -

Installation Complete
Setup was completed successfully,

Completing TAP-Windows
9.23.3-1601 Setup

Completzd TAP-Windows 9.23.3-1601 has been installed on your
I — computer
Extract: icon.ico A Click Finish to dose Setup.

tapinstall.exe hwids returned: 0

TAP install (tap0301) {May require confirmation)

Device node created. Install is complete when drivers are instaled. ..

Updating drivers for tap0301 from C:\Program Files\TAP-Windows\driver\OemVista.inf.
Drivers installed successfully,

tapinstall.exe returned: 0

tapinstall.exe cumulative status: 0

Created uninstaller: C:\Program Files{TAP-Windows\Uninstal. exe

Completed v
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12.After successful installation of the URA software, click ‘Finish’ to finalize the URA
installation

[# Setup - XChangeURA-2.5.0-rc5

Completing the XChangeURA
Setup Wizard

Setup has finished installing ¥ChangelURA on your computer.
The application may be launched by selecting the installed
shortouts.

Click Finish to exit Setup.

@ B8 Lzunch ¥ChangelRA
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3. Potentialissues during installation

3.1 Microsoft Defender SmartScreen

In case your computer is protected with Microsoft Defender SmartScreen, you may see a
message that Windows protected your PC:

Windows protected your PC

sed app from

rlink URA 2.3.exe
Unknown publisher

oo | e |

The SmartScreen only appears, if the digital signature of the URA installer is not known or
cannot be validated. In any way, it is not harmful to install URA client software on your
PC.
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3.2 Missing Java / OpenJDK

In the first moments of installation, the system checks if a compatible Java or OpenJDK
version is installed. If no, or no compatible, version can be found, below message informs
you:

o Universal Remote Access requires lava version 1.8 or higher.

oK

Click ‘OK” and install Java version 8 or 11 or the latest OpenJDK version before retrying
the installation.

3.2.1 OpendDK

Marlink recommends installing OpenJDK as a free alternative for Oracle Java.
For Windows, follow the link and install the latest msi file for your Windows machine.

Download the Microsoft Build of OpenJDK | Microsoft Learn

If you have Java already installed, you can use this installation file to change easily to
OpenJDK.

Just follow the instructions during the installation.
3.2.2 Java

Java is fully supported by URA. Be aware that Oracle may applies licence fees for
professional use.

Important Oracle Java License Information

The Oracle Java License changed for releases starting April 16, 2019.

The Oracle Technology Network License Agreement for Oracle Java SE is substantially
different from prior Oracle Java licenses. This license permits certain uses, such as personal
use and development use, at no cost -- but other uses authorized under prior Oracle Java
licenses may no longer be available. Please review the terms carefully before downloading and
using this product. An FAQ is available here.

Commercial license and support is available with a low cost Java SE Subscription.

To check your current Java version, follow the link:
https://www.java.com/en/download/installed8.jsp

To download Java, follow the link: https://www.java.com/en/download/win10.jsp

Once you downloaded the Java installer, follow the instructions to install Java before
proceeding with the URA installation.
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3.3 Which architecture is used?

URA requires a 64-bit architecture of your system. If you see an error message either
your system architecture is not compatible with URA or you have installed the wrong Java
version. In such case, please install the 64-bit Java version.

If you do not know which Windows version you are using, follow these instructions:

1. Click on “Start” # and then on “Settings” &
2. Select within “Settings” System - About

Device specifications

Device name MAR-WIN10-XCVM
Processor ntel Core Processor (Broat
processors)
Installed RAM
Device ID
Product ID
| System type 64-bit operating system| x

Pen and touch No pen or touch input is a

Rename this PC

To check your installed Java version, press the ‘Windows’ button on your Keyboard, and
type “CMD”.

Once you see the Command Prompt type java -version and hit enter:

EX Command Prompt — O x>

ent (build :
(build . ed mode)

C:\Users\Marlink>g

This example shows that a 64-bit Java version is installed.
Please install a Java-64-bit version if you run a 64-bit Windows.

URA and Java must be in the same architecture.
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4. Installation Completed

After a succesful installation of the URA client software, a new icon should appear on
your Desktop.

To start the Universal Remote Access just double click the URA Icon.
4.1 Windows Firewall

On first start of URA your Windows Firewall may pops up asking for access to
Java/OpendDK:

& Windows Security Alert x

@ Windows Defender Firewall has blocked some features of this
app

Windows Defender Firewall has blocked some features of Universal Remote Access on all public
and private networks.

Name: Universal Remote Access

Publisher: Marlink B.V.

Path: C:\universalremoteaccess'xchangeura.exe

Allow Universal Remote Access to communicate on these networks:
Private networks, such as my home or work network

Public networks, such as those in airports and cafés (not recommended
because these networks often have lite or no security)

What are the risks of allowing an app through a firewall?

Allow access

Select both tick-boxes and click ‘Allow access’.

The installation is now finished.

5. Access with Multi-Factor-Authentication

Multi-Factor-Authentication is mandatory to login to the Universal Remote Access.

[ XChangeURA v2.5.0-rc§ - X

MARLINK

UNIVERSAL REMOTE ACCESS

Login

To authenticate, follow the instructions which are displayed on your computer:
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[Z] XChangeURA v2.5.3

Authentication

Your device code:

Expiringin 14:

Please open the authentication page using one of the following methods
then confirm this code and your identity:

Open the link Copy & Paste the link Scan this QR code
into a web browser

Marlink MFA supports any authentication method such as for instance SMS or any
authenticator App you prefer.

By clicking “Open the link” your web browser will open asking for confirmation:

| C ’ AN B G = @ '.56(3 Ay B QI = B - O

% hitps//auth.marlinkcom/devi.. A (3 https://auth.marlink.com/devi A

[= MARLINK

Device Confirmation

Please confirm this is the code displayed on your
Universal Remote Access:

FRBL-NHXG

Congratulations, you're all set!

Your device is now connected

If you did not initiate this action or you do not
recognize this device select cancel.

caneel

6. Need Support?

If you have any questions, please contact your Key Account Manager or Service Desk:
Marlink Service Desk

Email: servicedesk@marlink.com

EMEA: +33(0)1 70489898

Americas: +1 (310) 616-5594  +1 855769 39 59 (toll free)

Asia Pacific: +65 64 29 83 11
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