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1. INTRODUCTION

SkyFile Mail provides reliable and cost-effective email, fax and SMS messaging and has been
established for nearly 20 years.

Recently, Marlink made the decision to move over to a new Internet Service Provider and will therefore
require a new IP-range.

It is an important and mandatory operation, so we hope to make it as clear as possible for all those
affected.

1.1 WHY THIS CHANGE?

The current IP-range belongs to an alternative service provider, but in order to remain competitive, we
have now acquired our own unique IP address to ensure extra security, flexibility and better
performance.

1.2 WHAT IS IMPORTANT FOR YOU TO KNOW

If you are using an Iridium OpenPort, and if the embedded IOP Firewall has been configured, you must
add the new IP-address: 77.70.254.246 into the Firewall of your IOP. Do not yet remove the current one
given both IP-addresses will be running in parallel.

This update must be done before Friday, 30" November 2018 because a second operation (automatic
OTA update) will be organized the first week of December, and both IP-address must be available

before. The new SkyFile Mail v10.30 OTA update will include the new IP. The version 10.30 also is
available for download on the Marlink website.

Please act now, as the old IP address will no longer be available after January 2019.

2. 10P CONFIGURATION
21 STEP 1-LOGIN TO THE IOP WITH THE ADMINISTRATOR ACCOUNT

Connect to the Dashboard of the terminal and click on Sign in:

< iridium SR e

Power Stanss Signal GPS Data Handset 1 Handse! 2 Handset 3

0O o o o o O o o

Signal Strength
Signal Streag™h .l.ll
Maximum Bandwidth
Maimum Bancwidh 128 ibps
SIM
Installed Yos
Erroes "o
GPS
Status GPS SPS mode, lix vald
Lattude 43:25718
Longaude 004:29.818
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Login with the Admin account (by default login/password is admin/admin) and then click on
Configuration:

™ - T & 18 IE | 1) admin
- iridium
configuration

AN LS Thes page allows configuraton ol the wet

+ counters LAMN IP Configuration
: . IP adddiras 1w lwe .0 [1

Subnet Mask: 24 258 @& o

QT

FRal S S
Usé a5 DHCP Sarves -
Elnrquw'.uddmu: 192 . 158 .0 i
Ending IF pddoess 192 168 0 254
Ui DNS Fesmuwieding -

Upcate IP Configuration

IPSEC Configuration

Enablé IPSEC fonwasding
IPSEC IP mddraas: L] 0 3] .0

Update IPSEC Configuration

2.2 STEP 2 -ENABLE THE FIREWALL ON THE IOP

If enabled already, you can move to step 3.
On the next page, scroll down to the section White List Configuration.
Check the box on the line Enable White List:

Enable GRE forwarding
GRE IP address: 0 .0 0 .0

Update GRE Configuration

Port Forwarding Configuration

no port forwarding rules set
Add Rule | Edit Rule | Delefe Rule

White List Configuration

Enable White list: ﬂ -

no white list addresses set
Add Address | Edit Address | Delete Address

The page will reload, scroll down again and click on Add Address
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2.3 STEP 3 - ADD THE CURRENT SKYFILE MAIL IP ADDRESS

This is necessary during the IP address transition phase.

For users with the version 10.30 (or later), go to the section 2.4 step 4 directly.
On the next page, enter the IP address 193.252.234.246 as follows and click on OK:

" iridium

1810118 | 11:32:54  admin | Sign Ouwt

add white list ip address

: slatus IP address:

« counters

« diagnostics

+ configuration
admin

password

2.4 STEP 4 - ADD THE NEW SKYFILE MAIL IP ADDRESS

Click on Add Address to add the new SkyFile Mail IP address.

193 252 234 .24
OK | Cancel

Coopyright Iridium Satellite LLC 2012

On the next page, to enter the address 77.70.254.246 and click on OK:

.
N . .

eiridium

1808 | 113741 | admin | Sign O

add white list ip address

+ status IP addrass:
J counters
o diagnostics
« configuration
admin
' password
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2.5 STEP5-RESTART THE TERMINAL TO LOAD THE CONFIGURATION

Once back on the main page, click on Update IP Configuration to restart the IOP and reload the
configuration.
Click on Yes to validate:
iridium 18018 | 113819 | admbn @ Sig
configuration
status Thits page allows configuration of the unit

counters LAN IP Configuration

IP address; 152 168 0 1

Subret Mask: 255 205 255 .0

Usa as DHCP Server: Lt

Staating IP address: 192 168 0 2

Ending IP address: 192 168 .0 254

Usa DNS Farwarding: Ld
Update IP Configuration

IPSEC Configuration

Enable IPSEC Torwarding
IPSEC IP address: 0 o .0 ]

Update IPSEC Configuration

3. NEED SUPPORT?

If you have any questions, please contact your Key Account Manager or Marlink Service Desk:

Email: servicedesk@marlink.com
EMEA: +33 (0)1 70 48 98 98
Americas: +1 (310) 616-5594

+1 855 769 39 59 (toll free)
Asia Pacific: +65 64 29 83 11

https://www.marlink.com
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